A process for the management of risk in the life cycle of software is defined. It can be added to the existing set of software life cycle processes defined by the IEEE/EIA 12207 series of standards, or it can be used independently. Keywords: acceptability, integrity, risk, risk analysis, risk management, risk treatment IEEE Standards documents are developed within the IEEE Societies and the Standards Coordinating Committees of the IEEE Standards Association (IEEE-SA) Standards Board. The IEEE develops its standards through a consensus development process, approved by the American National Standards Institute, which brings together volunteers representing varied viewpoints and interests to achieve the final product. Volunteers are not necessarily members of the Institute and serve without compensation. While the IEEE administers the process and establishes rules to promote fairness in the consensus development process, the IEEE does not independently evaluate, test, or verify the accuracy of any of the information contained in its standards.
Introduction
(This introduction is not part of IEEE Std 1540 -2001 Software risk management is a key discipline for making effective decisions and communicating the results within software organizations. The purpose of risk management is to identify potential managerial and technical problems before they occur so that actions can be taken that reduce or eliminate the likelihood and/or impact of these problems should they occur. It is a critical tool for continuously determining the feasibility of project plans, for improving the search for and identification of potential problems that can affect software life cycle activities and the quality and performance of software products, and for improving the active management of software projects.
By successfully implementing this risk management standard -Potential problems will be identified -The likelihood and consequences of these risks will be understood -The priority order in which risks should be addressed will be established -Treatment alternatives appropriate for each potential problem above its risk threshold will be recommended -Appropriate treatments will be selected for risks above their thresholds -The effectiveness of each treatment will be monitored -Information will be captured to improve risk management policies -The risk management process and procedures will be regularly evaluated and improved This software risk management standard supports the acquisition, supply, development, operation, and maintenance of software products and services. This standard is written for use in conjunction with existing organizational risk management processes, which are assumed to be processes similar to those described within this standard. This standard is written for those parties who are responsible in their organization for defining, planning, implementing, or supporting software risk management. The domain of use, the stage of the software life cycle a software project or product is in, and the specific characteristics of an organization will influence how the standard is applied in practice.
This standard defines a continuous software risk management process applicable to all software-related engineering and management disciplines. The risk management process itself is made up of several activities and tasks that function in an iterative manner. The process defines the minimum activities of a risk management process, the risk management information required and captured, and its use in managing risk. The risk management process defined in this standard can be adapted for use at an organization level or project level, for different types and sizes of projects, for projects in different life cycle phases, and to support diverse stakeholder perspectives. It is intended that the standard will be adapted by individual organizations and projects to meet their specific situations and needs. For this reason, this standard does not specify the use of any specific risk management techniques or associated organizational structures for implementing risk management. The standard implicitly supports, however, the use of tools and techniques that can make risk management a continuous process. Capturing and communicating risk-related information in electronic form to all parties involved in a project is encouraged. 
Overview
This standard prescribes a continuous process for software risk management. Clause 1 provides an overview and describes the purpose, scope, and field of application, as well as prescribing the conformance criteria. Clause 2 lists the normative references; informative references are provided in Annex E. Clause 3 provides definitions. Clause 4 describes how risk management may be applied to the software life cycle. Clause 5 prescribes the requirements for a risk management process.
There are several informative annexes. Annex A, Annex B, and Annex C recommend content of three documents: Risk Management Plan, Risk Action Request, and Risk Treatment Plan. Annex D summarizes where risk management is mentioned in the IEEE/EIA 12207 series of software life cycle process standards. Annex E, as previously mentioned, is an annotated bibliography of standards and related documents mentioned in the text of this standard.
Scope
This standard describes a process for the management of risk during software acquisition, supply, development, operations, and maintenance. It is intended that both technical and managerial personnel throughout an organization apply this standard.
Purpose
The purpose of this standard is to provide software suppliers, acquirers, developers, and managers with a single set of process requirements suitable for the management of a broad variety of risks. This standard does not provide detailed risk management techniques, but instead focuses on defining a process for risk management in which any of several techniques may be applied.
Field of application
This standard defines a process for the management of risk throughout the software life cycle. It is suitable for adoption by an organization for application to all appropriate projects or for use in an individual project. Although the standard is written for the management of risk in software projects, it may also be useful for the management of both system-level and organization-level risks.
This standard is written so that it may be applied in conjunction with the IEEE/EIA 12207 series of standards or applied independently.
Application with IEEE/EIA 12207 series
IEEE/EIA 12207.0-1996 is currently the IEEE's "umbrella" standard describing standard processes for the acquisition, supply, development, operations, and maintenance of software. The standard recognizes that actively managing risk is a key success factor in the management of a software project. The IEEE/EIA 12207 series mentions risk and risk management in several places, but does not provide a process for risk management (see Annex D). This risk management standard provides that process. This standard may be used for managing organizational-level risk or project-level risk, in any domain or life cycle phase, to support the perspectives of managers, participants, and other stakeholders.
In the life cycle process framework provided by IEEE/EIA 12207.0-1996, risk management is an "organizational life cycle process." The activities and tasks in an organizational process are the responsibility of the organization using that process. The organization therefore ensures that the process exists and functions.
When used with IEEE/EIA 12207.0-1996, this standard assumes that the other management and technical processes of IEEE/EIA 12207 perform the treatment of risk. Appropriate relationships to those processes are described.
Application independently of IEEE/EIA series
This standard may be used independently of any particular software life cycle process standard. When used in this manner, the standard applies additional provisions for the treatment of risk.
Conformance
An organization or project may claim conformance to this standard by implementing a process, demonstrating through plans and performance all of the requirements (specified as mandatory by the word shall ) in the activities and tasks described in Clause 5.
In those instances where this standard is applied independently of IEEE/EIA 12207.0-1996, an additional set of requirements for risk treatment is provided in 5.1.4.2.
Disclaimer
This standard establishes minimum requirements for a software risk management process, activities and tasks. Implementing these requirements or the preparation of software risk management plans or software risk action requests according to this standard does not ensure an absence of software related or other risks. Conformance with this standard does not absolve any party from any social, moral, financial, or legal obligation.
References
This clause lists the other standards that must be available in order to apply correctly this standard. 
Definitions
For the purposes of this standard, the following terms and definitions apply. The Authoritative Dictionary of IEEE Standard Terms [B1] 3 and IEEE Std 610.12-1990 should be referenced for terms not defined in this clause.
acceptability:
The exposure to loss (financial or otherwise) that an organization is willing to tolerate from a risk.
NOTE-Risk acceptability may apply to an individual risk or to a collection of risks, such as the totality of risks confronting a project or enterprise. Acceptability may differ for different categories of risk and may depend on the cost of treatment or other factors.
consequence:
An outcome of an event, hazard, threat or situation.
NOTE-The outcome may be a loss or a gain and may be expressed qualitatively or quantitatively.
likelihood:
A quantitative or qualitative expression of the chances that an event will occur. NOTE-Quantitative expressions may include numerical scales or probabilities.
project risk profile:
A project's current and historical risk-related information; a compendium or aggregate of all of the individual risk profiles in a project.
NOTE-The project risk profile information includes the risk management context, along with the chronological record of risks and their individual risk profiles, priority ordering, risk-related measures, treatment status, contingency plans, and risk action requests. A project risk profile consists of a collection of the risk profiles of all the individual risks, which in turn includes the current and historical risk states. See risk profile and risk state .
risk:
The likelihood of an event, hazard, threat, or situation occurring and its undesirable consequences; a potential problem.
risk action request:
The recommended treatment alternatives and supporting information for one or more risks determined to be above a risk threshold.
risk category:
A class or type of risk (e.g., technical, legal, organizational, safety, economic, engineering, cost, schedule).
risk threshold:
The criteria (e.g., a level of risk exposure) against which stakeholders evaluate a risk.
NOTE-Different risk thresholds may be defined for each risk, risk category or combination of risks. Exceeding a risk threshold is a condition that triggers some stakeholder action. See acceptability.
risk treatment:
The process of selecting and implementing risk control options.
stakeholder:
A person or group that has an interest in the management of risk.
Application of this standard
To facilitate use with IEEE/EIA 12207.0-1996, this standard is written using many of the same conventions for process descriptions. The risk management life cycle process discussed herein is divided into a set of activities; and the requirements of each activity are specified in a set of tasks. Second-level subclauses (x.1) denote processes, third-level subclauses (x.x.1) denote activities, and fourth-level subclauses (x.x.x.1) denote tasks.
In the life cycle process framework provided by IEEE/EIA 12207.0, risk management is an "organizational life cycle process." The activities and tasks in an organizational life cycle process are the responsibility of the organization using that process. The organization ensures that the process exists and functions.
This software risk management standard supports the acquisition, supply, development, operation, and maintenance of software products and services. Application of this standard does not require any particular software life cycle process model. Software risk management is most effective when used along with organizational risk management processes. The processes, activities, and tasks of this risk management standard should be integrated with other organization risk management practices and systems. If the organizational risk management processes do not exist, this standard may be useful as a guide for building them.
Further, while application of the standard focuses on software risks, the process should be integrated and coordinated with an organization's problem management approaches, e.g., in the event that a contingency plan must be implemented. The risk treatment activity should be managed in the same manner as other project management activities.
Risk management in the software life cycle
The purpose of the risk management is to identify and mitigate the risks continuously. As a result of successful implementation of risk management a) The scope of risk management to be performed will be determined. b) Appropriate risk management strategies will be defined and implemented. c) Risks will be identified in a strategy and as they develop during the conduct of the project.
d) The risks will be analyzed, and the priority in which to apply resources to monitor these risks will be determined.
e) Risk measures will be defined, applied, and assessed to determine changes in the status of risk and the progress of the monitoring activities. f) Appropriate action will be taken to reduce or avoid the impact of risk.
Risk management process
The risk management process is a continuous process for systematically addressing risk throughout the life cycle of a product or service. The risk management process is illustrated in Figure 1 . Note that the performance of risk treatment is assumed to be part of general technical and managerial processes.
The numbers in the discussion below refer to the appropriate box in Figure 1 .
Managerial and technical processes involving the stakeholders define the information requirements (i.e., the information the stakeholders require to make informed decisions involving risks) the risk management process must support . These information requirements are passed to both the "plan and implement risk management" and the "manage the project risk profile" activities. In the "plan and implement risk management" activity , the policies regarding the general guidelines under which risk management will be conducted, the procedures to be used, the specific techniques to be applied, and so forth, are defined.
In the "manage the project risk profile" activity , the current and historical risk management context and risk state information are captured. The project risk profile includes the sum total of all the individual risk profiles (i.e., the current and historical risk information concerning an individual risk), which, in turn, includes all the risk states.
The project risk profile information is continually updated and maintained through the "perform risk analysis" activity , which identifies the risks, determines their likelihood and consequences, determines their risk exposures, and prepares risk action requests recommending treatment for risks determined to be above their risk threshold(s).
Treatment recommendations, along with the status of other risks and their treatment status, are sent to management for review . Management decides what risk treatment is implemented for any risk found to be unacceptable. Risk treatment plans are created for risks that require treatment. These plans are coordinated with other management plans and other ongoing activities.
All risks are continually monitored until they no longer need to be tracked during the "perform risk monitoring" activity . In addition, new risks are sought out.
Periodic evaluation of the risk management process is required to ensure its effectiveness. During the "evaluate the risk management process" activity , information, including user and other feedback, is captured for improving the process or for improving the organization's or project's ability to manage risk. Improvements defined as a result of evaluation are implemented in the "plan and implement risk management" activity .
The software risk management process is applied continuously throughout the product life cycle. However, activities and tasks of the risk management process interact with the individual risks in an iterative manner once the risk management process begins. For example, in the perform risk analysis activity , a risk may be re-estimated several times during the performance of risk evaluation due to an increase in knowledge about the risk gained during the evaluation task itself. The risk management process is not a "waterfall" process. 
Plan and implement risk management
The purpose of the "plan and implement risk management" activity is to establish a software risk management process. Where an organizational risk management process exists, the software risk management process should be aligned to it. This activity shall establish who is to perform risk management, define the specific risk management process to be used, assign the resources required to implement the process, and define how risks and their treatment are to be communicated and coordinated among stakeholders.
This activity should be performed at the beginning of the project. Information created during this activity shall be documented in a risk management plan such as that found in Annex A. NOTE-IEEE Std 1058 -1998 requires the documentation of a risk management plan in the software project management plan.
This activity consists of the tasks listed in 5.1.1.1 through 5.1.1.5.
Establish risk management policies
Risk management policies describing the guidelines under which risk management is to be performed shall be explicitly defined. The policies shall support gathering risk related information needed by the stakeholders. The policies should discuss how a) Risk management is to be implemented, administered, and supported by management and staff b) Ongoing commitment to risk management by stakeholders is to be obtained and maintained
c) The risk management process is to be coordinated among stakeholders d) Orientation and training of personnel in the risk management process is to be accomplished e) Risk information, e.g., the project risk profile, is to be communicated and reviewed by stakeholders and how often f) Resources are to be made available to treat risks
The policies should align with existing organizational risk management policies whenever feasible. A documented organizational risk management policy that defines the above may be referenced and only the specifics for a project need to be documented.
Establish the risk management process.
A description of the risk management process to be implemented shall be documented and promulgated. The description of the procedures that implement the risk management process should include a) The frequency at which risks are to be reanalyzed and monitored
b) The type of risk analysis required (quantitative and/or qualitative)
c) The scales to be used to estimate risk likelihood and consequences and their descriptive and measurement uncertainty
d) The types of risk thresholds to be used e) The types of measures used to track and monitor the state of the risks f) How risks are to be prioritized for treatment g) Which stakeholder(s) perspectives the risk management process supports
h) The risk categories to be considered During this task, risk management process, specific procedures, and techniques should be selected to match the project situation.
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The risk management process should align to existing organizational risk management processes whenever feasible. A documented organizational risk management process that defines the previous list may be referenced and only the specifics for a project need to be documented.
Establish responsibility
The parties responsible for performing risk management and their roles and responsibilities shall be explicitly identified. Parties shall be assigned responsibility for the risk management process within the organizational unit.
Assign resources
The responsible parties shall be provided with adequate resources to perform the risk management process.
Establish the risk management process evaluation
A description of the process for evaluating and improving the risk management process, along with how information will be captured for lessons learned, shall be provided. Any relevant lessons from prior use of the process should be incorporated into this implementation of the process.
Manage the project risk profile
The purpose of the "manage the project risk profile" activity is to create a consistent current and historical view of the risks present along with their treatment, so that the risks can be communicated fully and succinctly to relevant stakeholders. It includes the risk management context, the current risk state, and risk history.
The project risk profile shall be maintained throughout the software's life cycle.
This activity consists of the tasks listed in 5.1.2.1 through 5.1.2.4.
Define the risk management context
The context of the risk management process shall be defined and documented.
The risk management context definition shall include a description of one or more stakeholders' perspectives that the risk action request supports and one or more risk categories to be managed. Software security, safety, or other categories of software risk that are perceived to be of special importance may be addressed separately. Any other relevant information that may influence the analysis or treatment of risk (e.g., is the project able to openly communicate risk-related information, or is there a reason this is prohibited?) should also be included.
Establish risk thresholds
Risk thresholds defining the criteria by which the acceptability of a risk must be determined shall be defined and documented in the risk state of each risk.
Risk thresholds are the maximum levels of measured criteria that are acceptable without explicit review by the stakeholders. Risk thresholds shall be defined for individual risks or combinations of risks. A risk threshold for the project as a whole should be defined. Risk thresholds should be derived for software from the system integrity levels in accordance with the provisions of ISO/IEC 15026:1998. Risk thresholds may also be defined for cost, schedule, technical, and other relevant consequences or exposure values.
Measures indicating when a risk is likely to exceed its risk threshold should be defined and documented in its risk state. NOTE-IEEE Std 1012 -1998 describes the use of integrity levels in planning verification and validation activities. ISO/IEC 15026:1998 discusses the use of software integrity levels.
Establish and maintain the project risk profile
A project risk profile shall be established and maintained. A project risk profile includes the overall project risk information, the collection of the risk profiles of all the individual risks, which in turn includes the current and historical risk states. A project risk profile shall consist of, at a minimum, The profile should contain a detailed description of each risk, its causes, the estimation scales used, the riskrelated measures used to evaluate status, contingency plans, and other risk-related information captured in the risk state.
The project risk profile shall be updated when there are changes in an individual risk's state, e.g., its description, exposure or treatment, changes occur to the risk management context, or a new risk is identified. Information should be captured in electronic form to ease its capture, communication, and assessment.
Communicate risk status
The project risk profile or relevant risk profile (e.g., a single or combination of risks) shall be communicated periodically to stakeholders based upon their needs. Risk status information should be made available as widely as possible to all the stakeholders.
Perform risk analysis
The purposes of the "perform risk analysis" activity are to a) Identify the initiating events, hazards, threats, or situations that create risks b) Estimate the likelihood of occurrence, the consequences for each risk, and the expected timing of the risk c) Evaluate each risk or defined combination of risks against its applicable threshold, generate alternatives to treat risks above their risk thresholds, and make recommendations for treatment based on a priority order Risk analysis shall be performed continuously throughout the software's life cycle.
The "perform risk analysis" activity consists of the tasks listed in 5.1.3.1 through 5.1.3.3.
Risk identification
Risks shall be identified in the categories included in the risk management context. Changes in the risk management context, e.g., additional risk due to changes in the assumptions, shall also be identified.
Various approaches to identifying risks should be used. These approaches may include the use of risk questionnaires, taxonomies, brainstorming, scenario analysis, lessons learned, and prototyping or other knowledge acquisition approaches. Repeatable identification processes may be used to aid in the capture of lessons learned. Where possible, events, hazards, threats, or situations that can create risks should be identified to aid future risk treatment. Risks not identified are implicitly accepted.
Risk categories should be used consistently for effective communication to stakeholders. Risks that are related may be combined for ease of analysis, monitoring, and treatment. Software anomalies, reports on software measures, and other indicators should be continuously reviewed as sources for risks. NOTE-IEEE Std 1044 -1993 provides useful information regarding anomaly classification. IEEE Std 982.1-1988 [B2] provides useful information regarding software measures related to reliability.
Risk estimation
The likelihood of occurrence and consequences of each risk identified shall be estimated.
Estimates may be either quantitative or qualitative. The stakeholders should define which risks will be evaluated using a qualitative scale and which will be evaluated using a quantitative scale.
The scale(s) used for estimating risk likelihood and consequences shall be used consistently. The descriptive and measurement uncertainty inherent in the scale used should be described in the risk management plan. The level of confidence in a risk's estimate should be captured in its risk state.
Risk evaluation
Each risk shall be evaluated against its risk thresholds. Risks should be evaluated independently, in combination, and along with their interactions with system and enterprise risks. Risks should be evaluated against the project risk threshold to assure that a combination of risks, while below their individual thresholds, does not unacceptably place the project as a whole at risk. Different techniques may be used to evaluate the risks, such as decision trees, scenario planning, game theory, probabilistic analysis, and linear programming.
Risks shall be placed in a priority ordering-the ordering criteria determined by the stakeholders. Priority may be based upon when the risk is anticipated to become a problem, the risk exposure, risk-related measures, or some other consistent criteria.
Various treatment alternatives to addressing risk should be considered to reduce or eliminate risks. For each risk that is above its risk threshold, recommended treatment strategies such as eliminating the risk, reducing its likelihood of occurrence or severity of consequence, or accepting the risk shall be defined and documented in a risk action request such as that found in Annex B. Contingency plans should be developed for all risks above their thresholds. Measures indicating the effectiveness of the treatment alternatives shall also be defined. The risks, their recommended treatments, and measures of risk treatment effectiveness shall be communicated to the stakeholders for approval, rejection, or modification. NOTE-IEEE Std 982.1-1988 [B2] provides information that may be useful in defining risk-related measures.
Perform risk treatment
The purposes of the "perform risk treatment" activity are to a) Determine whether risks are acceptable to the stakeholders, and if not, b) Initiate actions to reduce the risks to an acceptable level.
Risk treatment involves the selection, planning, monitoring, and controlling of actions to decrease risk exposure.
Stakeholders shall evaluate for treatment every risk that is above its risk threshold. Risk treatment shall be continuously performed as required.
Selecting risk treatment
Stakeholders shall be provided recommended alternatives for risk treatment in risk action requests. Whenever a risk treatment alternative is recommended in a risk action request, an evaluation shall be made by the stakeholders to determine if the risk is acceptable. If the stakeholders determine that actions should be taken to make a risk acceptable, then a risk treatment alternative shall be implemented, supported by the necessary resources, and monitored and coordinated with other project activities.
The stakeholders may accept a risk even though it exceeds its risk threshold, e.g., if the treatment cost is too high, the timing isn't suitable, or a lack of treatment resources exists. In this situation, the risk shall be considered a high priority and monitored continuously to determine if any future risk treatment actions are necessary.
The stakeholders may also ask that more information upon which to make a risk treatment decision be provided in the risk action request or they may suggest some other treatment approach. If the stakeholders suggest treatment alternatives that are not in the risk action request, the risk action request shall be returned to the "perform risk analysis" activity for analysis of the suggested treatment alternatives. The risk action request shall then be resubmitted to the stakeholders for reevaluation.
Risk treatment planning and implementation
This subclause has alternative provisions depending on whether this standard is being applied in conjunction with IEEE/EIA 12207.0-1996. If it is, the provisions of 5.1.4.2.1 apply. If not, the provisions of 5.1.4.2.2 apply.
Risk treatment with IEEE/EIA 12207.0-1996
This alternative subclause applies to all users of this standard who are applying it in conjunction with IEEE/ EIA 12207.0-1996.
Once a risk treatment is selected, it shall receive the same management actions as problems do, in accordance with the execution and control activities in 7.1.3.3 of IEEE/EIA 12207.0-1996.
Risk treatment independent of IEEE/EIA 12207.0-1996
This alternative subclause applies to all users of this standard who are applying it independently of IEEE/ EIA 12207.0-1996.
When a risk treatment alternative has been accepted, the stakeholders shall define a detailed plan for treatment, such as that described in informative Annex C. How this plan is to be executed and resources provided and monitored for progress and success shall be established. A party shall be assigned responsibility for the success of each risk treatment.
The risk treatment plan shall be implemented and integrated with existing project plans and their management processes and activities.
Stakeholders should define contingency actions in event of the failure of a risk's treatment. Contingency actions may also be necessary for some risks that are deemed acceptable.
Perform risk monitoring
The purposes of the "perform risk monitoring" activity are to a) Review and update the individual risk states and the risk management context b) Assess the effectiveness of risk treatment c) Seek out new risks
Monitor risk
All risks shall be continuously monitored for changes in their state using measures that will be recorded in the project risk profile. The risk management context shall also be monitored for changes and be documented in the project risk profile. Risks shall be placed in a monitoring priority order based on criteria supplied by the stakeholders (e.g., risk exposure, timing.). High priority risks should be monitored frequently. Risks whose state has changed shall undergo risk evaluation. Evaluation should occur promptly after discovery.
Monitor risk treatment
Measures shall be implemented and monitored to evaluate the effectiveness of risk treatments. The cause of an ineffective treatment should be identified and remedied promptly. Criteria should be set by the stakeholders to determine when a risk no longer needs to be monitored for treatment effectiveness.
Seek new risks
The project shall be continuously monitored for new risks throughout the software's life cycle. New risks shall be communicated to the stakeholders after risk analysis.
Evaluate the risk management process
The purposes of the "evaluate the risk management process" activity are to provide feedback to the stakeholders regarding
a) The quality of the risk management process b) Areas where the risk management procedures, process, or policies should be improved
c) The identification of opportunities for modifying organizational risk management procedures, processes, or policies to better reduce or eliminate systemic risks This activity consists of the tasks listed in 5.1.6.1 through 5.1.6.3.
Assess and improve the risk management process
The risk management process shall be periodically reviewed for its effectiveness and efficiency. Opportunities for improving the project or organizational risk management processes should be identified. Where applicable, the process should be improved, the organizational risk management policies and process updated (if these exist), and the project risk management plan updated. The stakeholders shall determine the review period.
Generate lessons learned
Information on the risks identified, their treatment, and the success of the treatments shall be reviewed periodically by the stakeholders and other parties for purposes of identifying systemic project and organizational risks. Individual project lessons learned may be collected to aid in the identification of systemic risks. The stakeholders shall determine the review period.
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Annex B (informative)
Risk action request
B.1 Purpose
The purpose of the risk action request is to provide a mechanism by which risk information can be captured and communicated to the stakeholders. The risk management process requires the creation of risk action requests for risks above their risk threshold.
B.2 Risk action request
The risk management process should result in risk action requests that include the information shown in the outline below. If there is no information pertinent to a section or a required paragraph within a section, the action request should contain the phrase, "This section is not applicable to this request" below the section or paragraph heading, together with the appropriate reason for the omission. Additional sections may be added if needed. Parts of the risk action request may appear in other documents. If so, reference to those documents should be made in the body of the action request.
The outline of the risk action request is shown as follows: Application of risk management in the IEEE/EIA 12207 series [IEEE/EIA 12207.2-1997, 5.2.4.5 k) , Guidance] Refers to IEEE/EIA 12207.2-1997, Annex L, for information on risk management. [IEEE/EIA 12207.1-1997, 6.11.3 ] The Project Management Plan should include risk management. [IEEE/EIA 12207.2-1997, 5.2.5.3 a) , Guidance] Recommends including risk management in the activities to be monitored by the supplier throughout the contracted life cycle. [IEEE/EIA 12207.2-1997, 5.3.1.4 , Guidance] Planning for development describes the approach (methods/ procedures/tools) to applicable activities and tasks of the development process, covers all applicable clauses regarding development, and identifies applicable risks/uncertainties regarding those activities and tasks and describes plans for dealing with them. [IEEE/EIA 12207.2-1997] Figure I .2 of IEEE/EIA 12207.2-1997 depicts a sample risk analysis for determining an appropriate development strategy. [IEEE/EIA 12207.1-1997, 6.26 .3] The System Requirements Specification should provide constraints on computer resources consistent "with the degree of risk identified." [IEEE/EIA 12207.0-1996, G.11] The objectives for operation process include ... a) Identify and mitigate operational risks. [IEEE/EIA 12207.0-1996, 6 .4.1.1] A determination shall be made if the project warrants a verification effort and the degree of organizational independence of that effort needed. The project requirements shall be analyzed for criticality. Criticality may be gauged in terms of ... b) the maturity of and risks associated with the software technology to be used. [IEEE/EIA 12207.2-1997, 6 .6.1.3 Guidance] Risk items should be included in joint reviews. [IEEE/EIA 12207.0-1996, 6 .6.2.1] Project status shall be evaluated relative to the applicable project plans, schedules, standards, and guidelines. The outcome of the review should be discussed between the two parties and should provide for...d) Evaluating and managing the risk issues that may jeopardize the success of the project. [IEEE/EIA 12207.2-1997, 6 .6.2.1 Guidance] In addition to contractually required reviews (see Guidance for 5.1.2.3 and Guidance 2 for 5.2.4.5), the supplier, including the developer, maintainer, or operator, as applicable, may propose additional joint management reviews. The supplier and other applicable parties should plan and take part in such additional reviews at locations and dates proposed by the supplier and approved by the acquirer. Candidate joint management reviews are identified in Annex G of IEEE/EIA 12207.2-1997. These reviews should be attended by persons with authority to make cost and schedule decisions and may have the following objectives:... c) Arrive at agreed-upon mitigation strategies for near-term and long-term risks that
D.4 Development process
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